
Deploy OpenStack
Using Kolla-Ansible



The Plan for today…

Short recap of last lectures (5 mins)

What’s OpenStack and what do you need to deploy it (30 mins)

How to deploy OpenStack with kolla-ansible (20 mins)

How to configure your OpenStack deployment (40 mins)

Releases & Upgrades (5 mins)



Recap

Data center overview

Node deployment

Ceph Storage
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Questions?

Next up: 
What’s OpenStack and what do you need to deploy it



The purpose of a cloud (from an astronomer’s perspective)

● Operating lots of compute and storage resources in one place makes a lot of sense 
from an economic, energetic, and organisational perspective

● But once we have all these resources (loads of CPUs, GPUs, RAM, Storage):
○ How do we make them accessible to the user in a user-friendly way?
○ How do we accommodate different users’ needs?
○ How can we stay flexible in terms of what services we provide?

● Via cloud architecture we can “chop up” the hardware in differently sized bits to 
accommodate everything from small single-core “servers” via heavy fat nodes to small 
networks of servers up to kubernetes and slurm clusters.





Components of OpenStack – Core components

● Glance – Images
○ Provides images of operating systems for VMs
○ Also used for backups of VMs

● Nova – Compute
○ “Runs” the OS, takes care of CPUs, RAM, GPUs
○ Also “provides” ephemeral storage

● Neutron – Network
○ Handles all things related to networks inside 

OpenStack

● Horizon – Web frontend
○ User facing frontend to spin up VMs, 

configure storage, networks, …

● Heat – Orchestration
○ Integrates the different services into one
○ The “glue” between the different services

● Keystone – Authentication
○ Authentication across different APIs in the 

system



Components of OpenStack – Required for smooth operations

● Rabbitmq – Message broker
○ Asynchronous communication between services

● Mariadb – Database
○ Keeps track of VMs, Volumes, Networks, IPs,...

● Haproxy – Loadbalancer
○ Spreading the load across nodes in the control plane



Components of OpenStack – Other services we enabled

● Cinder – Block storage
○ Provides storage volumes that can be mounted into VMs
○ Several different types of storage backend configurable

■ E.g. Ceph, LVM, NFS… 

● Manila – Shared storage 
○ Can use the same and/or different storage backend than 

Cinder

● Octavia – Loadbalancing
○ Used in VM-networks
○ Choice of using OVN and/or Amphora drivers

■ Amphora needs more resources and is harder to set 
up – but is more versatile

■ OVN easy to enable, low resource needs, good 
enough for most applications

● Barbican – Key management
○ Management of secret data, 

including keys and certificates

● Letsencrypt – Certificate service
○ Keeps our certificates up to date for 

cloud.swesrc.chalmers.se

● Fluentd – Log parsing
○ Collects logs from services and 

forwards them to a common place 
for easier debugging

○ We don’t actually use that yet…

http://cloud.swesrc.chalmers.se
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Deployment (seed) node

● Used to deploy, maintain and run 
OpenStack

Control Plane Node(s)

● They’re the “brain” of the cloud
● Either 1, 3, or 5

○ More than 1 for high availability
○ Uneven number to reach quorum

● We operate 3 (cirrus-s[1,2,3])

Compute Node(s)

● This is where VMs run
● We operate 19 (cirrus-c[01,19])

I.e. in total we have:
        (4+16) x 64 = 1280 CPUs

4 x 512 GB + 16 x 1.5TB = 26.6 TB RAM

= 1.5 TB RAM



Deployment of OpenStack – Prerequisites

Ceph Storage

● Need to set up various Ceph pools:
○ Glance pool (for images)
○ Nova compute  (for the OS; i.e. “/” is here)
○ Cinder volumes + Cinder backup (storage)

optional:

○ Nova ephemeral (storage that is tied to the VM)
○ CephFS (shared storage)
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Deployment of OpenStack – Prerequisites

Deployment (seed) node

● Used to deploy, maintain and run 
OpenStack

Control Plane Node(s)

● They’re the “brain” of the cloud
● Either 1, 3, or 5

○ More than 1 for high availability
○ Uneven number to reach quorum

● We operate 3 (cirrus-s[1,2,3])

Compute Node(s)

● This is where VMs run
● We operate 19 (cirrus-c[01,19])

Ceph Storage

● Need to set up various Ceph pools:
○ Glance pool (for images)
○ Nova compute  (for the OS; i.e. “/” is here)
○ Cinder volumes + Cinder backup (storage)

optional:

○ Nova ephemeral (storage that is tied to the VM)
○ CephFS (shared storage)

Networking

● Connection to Ceph cluster
● Connection to WWW
● Internal Connection



Deployment of OpenStack – Network Setup



Deployment of OpenStack – Network Setup

What we need for OpenStack 

● External Public Network (VLAN 10)
○ Connects OpenStack to the outside world
○ Used for: Public APIs, Horizon  
○ Nodes connected:  s-nodes (VIP) 

● Management Network (VLAN 1037)
○ Internal communication between OpenStack services and SSH access to nodes
○ Used for: Ansible deployment, API communication between services, Control plane traffic
○ Nodes connected:  s-nodes (control nodes, network and storage nodes) and c-nodes

● External (Public / Provider) Network (VLAN 12)
○ Connects OpenStack VMs to the outside world
○ Used by: Floating IPs, External tenant access 
○ Nodes connected: s-nodes (Network nodes)
○ VLAN provider Network is exposed to tenants (physnet1)



Deployment of OpenStack – Network Setup

What is what and why we need it

● Tenant (Overlay / Tunnel) Network (VLAN 1039)
○ Traffic between VM instances across compute nodes
○ Neutron overlay networking , east-west VM communication
○ Encapsulated with VXLAN (before), Geneve (now)
○ Nodes connected: s-nodes (Network nodes) and c-nodes

● Storage Network (Ceph Network) (VLAN 1043)
○ Communication between OpenStack services and the external Ceph cluster
○ Delivers RBD traffic : Cinder volumes, Glance images, Nova ephemeral disks
○ Nodes connected: s-nodes, c-nodes, Ceph MONs/OSDs

● Storage (CephFS Provider) Network (VLAN 1044)
○ Connects OpenStack VMs to CephFS
○ Used for CephFS tenant access 
○ Routed to 1043 for mounting CephFS Shares 
○ FLAT provider Network is exposed to tenants (physnet2)

● Octavia Management Network (note: now via OVN Provider ie. no need for VLAN 1033)
○ Internal communication between the Octavia control plane and the load balancer instances (called Amphora).
○ This network is not visible to tenants and is used only by the infrastructure.
○ Nodes connected : Controller nodes, Network nodes, Compute nodes (where amphora VMs run)



Deployment of OpenStack – Network Setup

In OpenStack deployments with Kolla-Ansible, Open 
Virtual Network (OVN) together with Open vSwitch 
(OVS) is used as the network backend for OpenStack 
Neutron.
It replaces the older Neutron architecture that used multiple agents (L3 agent, 
DHCP agent, etc.).

In short:

OVS → dataplane (packet forwarding on hosts)
OVN → control plane (programs networking rules into 
OVS) north-south routing 

In simple words:
OVN decides how networking should work, and OVS 
actually moves the packets.



Questions?

If not: time to breathe.

Next up: 
How to deploy OpenStack with kolla-ansible



Deployment with Kolla-Ansible

“What is Kolla-Ansible?”

AI-reply (Duck-AI):

“Kolla Ansible is a tool that simplifies the deployment of OpenStack clouds using Docker containers and Ansible 
automation. It allows users to quickly set up OpenStack services while providing options for customization as they 
gain more experience.”
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Deployment with Kolla-Ansible

“What is Kolla-Ansible?”

AI-reply (Duck-AI):

“Kolla Ansible is a tool that simplifies the deployment of OpenStack clouds using Docker containers and Ansible 
automation. It allows users to quickly set up OpenStack services while providing options for customization as they 
gain more experience.”

OpenStack docs:

“Kolla’s mission is to provide production-ready containers and deployment tools for operating OpenStack clouds.”

Aside – insights from ChatGPT:

Origin of the name

“Kolla” was chosen by the original project maintainers and comes from the Swedish 
word “kolla”, which roughly means “check,” “look,” or “inspect.” The idea was 
that the project would package and verify OpenStack services in containers, 
making them easier to inspect, deploy, and manage.

https://docs.openstack.org/kolla-ansible/latest/


Deployment with Kolla-Ansible

We started off from the Quickstart-Guide. On our deployment node, in a nutshell, we do the following:

● Create a virtual python environment and activate it
● pip install kolla-ansible from the branch that corresponds to the OpenStack release you’re going for
● Create /etc/kolla and copy the content of /path/to/venv/share/kolla-ansible/etc_examples/kolla/* across
● Pip install Ansible Galaxy dependencies
● create/modify /path/to/venv/share/kolla-ansible/ansible/inventory/multinode that assigns roles to the 

different nodes in your cluster (see later slides)
● Create passwords for the different services; those are stored in /etc/kolla/passwords.yml

○ We copied the file with a blank list of required passwords across earlier
○ We can use kolla-genpwd to create all at once or do it manually in our favourite way

● Modify /etc/kolla/globals.yml according to your needs (see later)
○ This file defines close to everything in the deployment. It’s GOLD.

● And then we simply deploy….  Famous last words….

https://docs.openstack.org/project-deploy-guide/kolla-ansible/2025.2/quickstart.html


Deployment with Kolla-Ansible

Bootstrap the servers with dependencies (Docker, Python…)

kolla-ansible bootstrap-servers -i ./multinode

Pre-deployment checks (e.g. can all nodes reach the nodes they need to reach)

kolla-ansible prechecks -i ./multinode

Deploy (pulls all the containers as needed and deploys OpenStack)

kolla-ansible deploy -i ./multinode

Now we essentially just run a bunch of Ansible playbooks



Deployment with Kolla-Ansible

Now we essentially just run a bunch of Ansible playbooks

Post-deployment step to collect config info

kolla-ansible post-deploy

→gets you: /etc/kolla/clouds.yaml which contains access credentials and also

                   /etc/kolla/admin-openrc.sh which allows you to “talk” to your deployment



Deployment with Kolla-Ansible

Check the deployment went fine

Install Python OpenStack CLI (to check and work with OpenStack)

pip install python-openstackclient -c https://releases.openstack.org/constraints/upper/|KOLLA_OPENSTACK_RELEASE|

Check that everything is up and running nicely – also check this nice guide

source /etc/kolla/admin-openrc.sh – log into the ‘admin’ project on OpenStack

https://achchusnulchikam.medium.com/deploy-production-ready-openstack-using-kolla-ansible-9cd1d1f210f1
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openstack endpoint list
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Deployment with Kolla-Ansible

Install python OpenStack CLI (to check and work with OpenStack)

pip install python-openstackclient -c 
https://releases.openstack.org/constraints/upper/|KOLLA_OPENSTACK_RELEASE|

Check that everything is up and running nicely – also check this nice guide

source /etc/kolla/admin-openrc.sh

openstack endpoint list

openstack service list

openstack compute service list

Check the deployment went fine

https://achchusnulchikam.medium.com/deploy-production-ready-openstack-using-kolla-ansible-9cd1d1f210f1


Deployment with Kolla-Ansible

Install Python OpenStack CLI (to check and work with OpenStack)

pip install python-openstackclient -c 
https://releases.openstack.org/constraints/upper/|KOLLA_OPENSTACK_RELEASE|

Check that everything is up and running nicely – also check this nice guide

source /etc/kolla/admin-openrc.sh

openstack endpoint list

openstack service list

openstack compute service list

openstack network agent list

Check the deployment went fine

https://achchusnulchikam.medium.com/deploy-production-ready-openstack-using-kolla-ansible-9cd1d1f210f1


Deployment with Kolla-Ansible

Install python OpenStack CLI (to check and work with OpenStack)

pip install python-openstackclient -c 
https://releases.openstack.org/constraints/upper/|KOLLA_OPENSTACK_RELEASE|

Check that everything is up and running nicely – also check this nice guide

source /etc/kolla/admin-openrc.sh

openstack endpoint list

openstack service list

openstack compute service list

openstack network agent list

openstack volume service list

Check the deployment went fine
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Deployment with Kolla-Ansible

Install Python OpenStack CLI (to check and work with OpenStack)

pip install python-openstackclient -c https://releases.openstack.org/constraints/upper/|KOLLA_OPENSTACK_RELEASE|

Check that everything is up and running nicely – also check this nice guide

source /etc/kolla/admin-openrc.sh

openstack endpoint list

openstack service list

openstack compute service list

openstack network agent list

openstack volume service list

cinder get-pools

Check the deployment went fine

https://achchusnulchikam.medium.com/deploy-production-ready-openstack-using-kolla-ansible-9cd1d1f210f1


Deployment with Kolla-Ansible

In case things are not to your liking, you can always reconfigure – by service and/or by node

kolla-ansible reconfigure -i ./multinode 
kolla-ansible reconfigure -i ./multinode -t openvswitch,neutron,ovn
kolla-ansible reconfigure -i ./multinode -t openvswitch,neutron,ovn --limit cirrus-c01,cirrus-c14

Or you destroy the whole thing and start from scratch

kolla-ansible destroy -i ./multinode --include-images --yes-i-really-really-mean-it

This can also be done on a per-node basis

kolla-ansible destroy -i ./multinode --include-images --yes-i-really-really-mean-it --limit cirrus-c02



Questions?

Next up: 
How to configure your OpenStack deployment



Deployment with Kolla-Ansible

Configuration

Most of the configuration is done in /etc/kolla/globals.yml

However, the configuration can be fine grained on a per node and/or per service basis.

Kolla-ansible picks up from /etc/kolla/config/[cinder, nova, manila, neutron, glance, …]

Role assignment is done in path/to/venv/share/kolla-ansible/ansible/inventory/multinode



Deployment with Kolla-Ansible

Configuration – role assignment in “multinode”
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Configuration – role assignment in “multinode”



Deployment with Kolla-Ansible

Configuration – “globals.yml”



Deployment with Kolla-Ansible

Configuration – “globals.yml”

In our case /openstack are 
700 GB NVMes on the nodes
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Configuration – “globals.yml”
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Configuration – “globals.yml”



Deployment with Kolla-Ansible

Configuration – “globals.yml”

cat /etc/kolla/config/neutron/ml2_conf.ini
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Configuration – “globals.yml”
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Deployment with Kolla-Ansible

Configuration – “globals.yml”

Screenshot from https://achchusnulchikam.medium.com/deploy-production-ready-openstack-using-kolla-ansible-9cd1d1f210f1



Deployment with Kolla-Ansible

Configuration – “globals.yml”

Screenshot from https://achchusnulchikam.medium.com/deploy-production-ready-openstack-using-kolla-ansible-9cd1d1f210f1

Small detour: ceph.conf



Deployment with Kolla-Ansible

Configuration – “globals.yml”
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Configuration – “globals.yml”



Deployment with Kolla-Ansible

Configuration – custom override examples:
Configure 2 Glance storage backends 

cat /etc/kolla/config/glance/glance-api.conf



Deployment with Kolla-Ansible

Configuration – custom override examples:
Configure Nova for GPU PCI passthrough on one node 

cat /etc/kolla/config/nova/cirrus-c01/nova.conf

cat /etc/kolla/config/nova/nova-api.conf



We keep all configuration in a git repository

● I.e. everything in /path/to/venv/share/kolla-ansible is in a repo
● On the deploy machine, /etc/kolla is a symlink to /path/to/venv/share/kolla-ansible/etc/kolla
● This is to ensure we can trace our work and role back easily if required
● For SweSRC the repo lives here
● Our production configuration is in the “master”-branch
● The development cluster is in the “dev”-branch
● From here it is also easy to go back and forth between releases of OpenStack

○ Just keep in mind that an upgrade also overrides your edits to, e.g.
■ ./etc/kolla/globals.yaml
■ ./ansible/inventory/multinode 

○ Unless you’re smart and put your edits on the stash before upgrading (which I didn’t….)

Deployment with Kolla-Ansible

https://git.chalmers.se/e-commons/swesrc/openstack


Releases and upgrades

● OpenStack releases every 6 Months: April & October (YYYY.1 and YYYY.2)
○ April release is SLURP (Skip Level Upgrade Release Process); i.e. October can be skipped.

● Following the operator guide it’s as easy as 

pip install --upgrade git+https://opendev.org/openstack/kolla-ansible@stable/<version>

Where <version> is, e.g., 2025.1

● Then install dependencies, pull the new images (kolla-ansible pull) and upgrade (kolla-ansible upgrade)

Deployment with Kolla-Ansible

https://releases.openstack.org/#releases-with-skip-level-upgrade-release-process-slurp
https://docs.openstack.org/kolla-ansible/latest/user/operating-kolla.html
https://opendev.org/openstack/kolla-ansible@stable/

